ABSTRACT Factories use many manufacturing processes that consume a lot of energy and highly contribute to greenhouse gas emissions. The introduction of the concept of Industrial Internet in USA and Industry 4.0 in Europe offers many opportunities to reduce energy consumption in these factories. Introducing and utilizing smart techniques for the applications pertinent to manufacturing processes within the Industry 4.0 domain can offer many benefits for reducing energy consumption in smart factories. This paper investigates and discusses these opportunities and benefits. This paper also discusses the roles of Industry 4.0 technologies in enabling these opportunities. Consequently, introducing these capabilities will help significantly reduce both production costs and greenhouse gas emissions. This paper then provides a benefit analysis that shows the advantages of such leverage. In addition, this paper offers an enabling architecture and its components that include a cyber-physical system manufacturing services' layer, a fog manufacturing services' layer, a cloud manufacturing services' layer, and a blockchain-based service-oriented middleware to support such opportunities.
I. INTRODUCTION
With the increasing of competitiveness among manufacturing countries, there is a pressing need for applying more efficient approaches to make smart decisions for optimizing diverse manufacturing processes to reduce manufacturing costs. These smart decisions intend to improve manufacturing processes automation to accomplish better productivity, accuracy, reliability, cost-effectiveness, quality, and flexibility. This vision has been supported by some initiatives such as Industry 4.0 in Europe [1] , and smart manufacturing [2] and Industrial Internet [3] in USA.
The main principle of Manufacturing Industry 4.0 is using Information and Communication Technology (ICT) to link diverse manufacturing machines, facilities, units, and enterprises as well as other manufacturing related and supporting enterprises such as raw material suppliers, customers, logistics enterprises, and energy suppliers. The use of ICT The associate editor coordinating the review of this manuscript and approving it for publication was Dariusz Kania.
solutions and the integration across all levels creates a smart manufacturing network along the entire manufacturing value chain. This will benefit all by automating, autonomizing and optimizing manufacturing processes. This smart manufacturing network can change the manufacturing business models and enable useful interactions across the value chain to achieve different and better goals.
Manufacturing Industry 4.0 must have specific technological components connected and integrated to achieve the ''smart factory'' and ''intelligent production.'' These components are: Cyber Physical Systems (CPS), Cyber Physical Production Systems (CPPS), Cloud and Fog computing, and big data analytics [4] . Others further extend this list by including smart connections, cognition and configuration [5] . It could also include intelligent and adaptive algorithms for proactive decision making. These technologies open many opportunities for smart factories to improve their manufacturing processes and to reduce their production cost.
One of the major expenses in manufacturing is energy. Energy costs contribute in increasing the total cost of manufactured products and, as a result, they reduce the degree of competitiveness of manufacturers [6] . At the same time, there is an increase in ecological awareness and an important change in consumer behaviors toward greener and environmentally friendly products that are produced with less energy [7] . Yet, the manufacturing segment is responsible for around 33% of the total energy use and for around 38% of the CO2 production worldwide [8] , [9] . This paper investigates and discusses the opportunities and benefits of leveraging the capabilities of Industry 4.0 for improving energy efficiency and cost in smart factories. The paper also discusses the roles of Industry 4.0 technologies in enabling these opportunities and benefits. The paper then provides a benefits analysis that shows the advantages of such leverage. In addition, it discusses an enabling architecture and its components that includes CPS manufacturing services layer, fog manufacturing services layer, cloud manufacturing services layer, and blockchain-based service-oriented middleware to support such opportunities. Utilizing the investigated energy efficiency opportunities through the enabling architecture will help reduce production costs and greenhouse gas emissions.
The rest of the paper is organized as follows. Section II covers some related work and Section III provides background information about manufacturing processes and Industry 4.0. Section IV discusses several opportunities that Industry 4.0 can offer to enhance energy efficiency in smart factories. Section V is a general discussion about Industry 4.0 roles in improving energy efficiency in smart factories. An enabling architecture and technologies for energy efficiency in smart factories are discussed in Section VI. Section VII provides some benefits analyses while Section VIII concludes the paper and discusses some open issues.
II. RELATED WORK
Several researchers investigated and highlighted the importance of energy efficiency in manufacturing and the associated issues. The following are some examples of these works. Duflou et al. [10] provided a systematic overview of the state of the art of energy and resource efficient manufacturing. Gutowski et al. [11] investigated the electrical energy requirements for different manufacturing processes and how manufacturing equipment can be redesigned for higher energy efficiency. Mouzon et al. [12] developed operational methods for optimizing energy consumption of manufacturing equipment. Herrmann et al. [13] proposed a methodology for an energy-oriented simulation model for planning manufacturing systems. Li and Kara [14] developed an empirical model for predicting energy consumption of manufacturing processes. Seow and Rahimifard [15] developed a framework for manufacturing system energy consumptions modeling. Bruzzone et al. [16] proposed an energyaware scheduling for improving manufacturing process sustainability.
With the introduction of new ICT such as Internet of Things (IoT), CPS, and cloud computing, new energy efficiency opportunities were proposed for manufacturing systems. Sequeira et al. [17] proposed a cloud-native industrial energy management system solution to monitor and examine energy consumption in multiple industrial sites. Mohamed et al. [18] studied different possible services, opportunities and challenges of utilizing cloud computing for energy management in smart buildings. Shrouf and Miragliotta [19] investigated energy management for smart factories based on IoT. In addition, Shrouf et al. [6] reviewed the main concepts of energy management in smart factories via Industry 4.0. This work is close to our work; however, our scope and aims are different. The main difference between our work in this paper and this and other works is that we comprehensively investigate different and more viable opportunities for leveraging the capabilities of Industry 4.0 technologies for improving energy efficiency and reduce total energy cost in smart factories. In addition, we analyze such leverage and its benefits. We also introduce and discuss an enabling architecture that can be used to build these opportunities. Unlike any other work, this architecture is based on the six design principles of Industry 4.0 [20] . Additionally, we utilize fog computing, service-oriented middleware, and blockchain as enabling components in this architecture.
III. BACKGROUND
Industry 4.0 eludes to the complete life cycle of production including raw material, logistics, warehousing, fabrication, distribution and management to name some examples. A lot of work has been done along this value chain to automate, optimize and introduce smartness. Within the factory environment, we concentrate mostly on the manufacturing processes as these are the point at which products are made or built. The following offers some background information on manufacturing processes and Industry 4.0.
A. MANUFACTURING PROCESSES
In manufacturing, fabricating or building useful and final products involves many manufacturing processes. Each of these manufacturing processes contributes to the total production cycle to create the required products [21] . Multiple manufacturing processes can be connected and integrated to form a production process that can produce the desired final product. There are three kinds of tasks that can be included in a manufacturing process: (1) altering the physical properties of the raw material; (2) altering the size and shape of a work piece; and (3) creating sought dimensional accuracy and external finish. Some examples of manufacturing processes are casting, molding, forming, machining, and joining [22] . In a casting process, a liquid material is transferred into a mold that contains a cavity of the wanted shape and then allowed to harden. In a molding process, a liquid or pliable raw material is shaped using a rigid frame called a matrix. In a forming process, fashioning metal parts and objects are created through mechanical deformation. In a machining process, a piece of raw material is cut into the wanted final size and shape. In a joining process, multiple pieces of a product are connected using different techniques such as solid-state welding, electron beam welding, and laser welding.
Any manufacturing process requires some inputs and produces some outputs as shown in Figure 1 . The inputs may include raw material or parts, process and design information that include information such as shape and size, and energy needed by the process. The outputs may include the created product, waste material and parts, and energy waste in the form of heat or excess use or operations. Energy used by manufacturing machines can be just a fraction of the total consumed energy for the actual value adding process, while most energy is consumed for forming reliable manufacturing settings [23] . The main challenge of any manufacturing process is how to increase process efficiency, speed and reliability while at the same time reduce material and energy waste [10] . Different configurations of a manufacturing process can consume different amounts of energy while these configurations could be optimized as more data can be collected about the process. This data can be used to establish an accurate model for the process that can be used for efficient resource optimizations for the manufacturing process.
B. INDUSTRY 4.0 Industry 4.0 is the term that has been adopted to denote the latest digital industrial revolution [1] , [24] . The major drive for this industrial revolution is the data, i.e. the convenience and ease with which it is being collected and analyzed. This is, of course, facilitated by the large storage and computing power and the development of advanced and efficient methods for analyzing data and transforming it into decisions. All industries have been affected by these technologies and advancements, thus, utilizing them to enhance production by many performance criteria [25] , such as profit, costs, customer experience, customer lifetime values and customer loyalty, to name a few. The emergence and development of Industry 4.0 is currently creating significant pressure on manufacturers to have to collect and analyze data, to stay competitive on the market, which is expected to be hard on small and medium enterprises (SMEs) due to their typically limited resources.
Nine main elements of Industry 4.0 have been recognized as essential drivers of its development and convergence [26] , i.e.: systems integration, cloud computing, IoT, additive manufacturing, big data analytics, simulation and virtualization, cyber security, autonomous robotics, and augmented reality. The essential of these nine elements is the data and its processing to allow better automation and improvement of manufacturing and related processes. Six of these nine elements are supporting the data gathering, data storing and computation, as illustrated in Figure 2 , where we classify the nine core elements of Industry 4.0 into data-related and operations-related elements [27] . This additional confirms how significant data is with respect to the Industry 4.0.
The key aims of the Industry 4.0 are to improve production efficiency and decrease the related cost. The advantages of the new industrial revolution, however, also bring along new challenges. The development of Industry 4.0 is anticipated to effect significant changes in the society. In Germany, for instance, as a leading manufacturing nation, they have identified four main areas that are going to be impacted by the Industry 4.0 [25] , as follows:
• Productivity, by ca. 10-30% increase, • Revenue growth, by ca. 1 percent of Germany's GDP, • Employment, by change in the need of skills, e.g. employees skilled in mechatronics and software developments are anticipated to have an increased demand, at the expense of low-skilled laborers, and
• Investment, by expecting investment of ca. EUR 250 billion during the next ten years in Germany in adapting production processes for the new technologies. Similar impacts are expected on a global scale [28] , although at slightly different paces. One of the performance metrics for optimizing manufacturing is the energy efficiency, which is estimated to be a significant saving factor [29] , [30] . In the following, we identify and elaborate on the opportunities of utilizing Industry 4.0 capabilities to improve the energy consumption of manufacturing systems.
IV. ENERGY EFFICIENTLY OPPORTUNITIES FOR SMART FACTORIES
In this section, we discuss several opportunities that Industry 4.0 can offer to enhance energy efficiency in smart factories. Industry 4.0 can provide different types of integrations among manufacturing machines, facilities, units, and supporting companies. This creates a smart manufacturing network along the entire manufacturing value chain. Within this network, more data can be collected and exchanged about different manufacturing processes that can be utilized to enhance different aspects including energy-related aspects.
A. MANUFACTURING PROCESSES SCHEDULING MANAGEMENT
Smart factories are designed to be fully automated with very limited human involvement. These factories are equipped with advanced manufacturing systems such as reconfigurable manufacturing systems (RMSs) [31] and advanced industrial robots. RMSs are designed to be modular, integrable, customizable, flexible, scalable, convertible, and diagnosable. These features allow RMSs to be very elastic in changing their capacities due to some machine faults or changing their manufacturing functions within a similar product family in reaction to unexpected market alterations. Advanced industrial robots are also programmable, automatable, moveable, and flexible in their functionality. Industrial robots are used for material, parts and products loading and unloading, welding, painting, assembly, labeling, wrapping, packaging, and product inspection. Utilizing industrial robots in manufacturing can improve automation, manufacturing speed, cost-effectiveness, and accuracy.
Both RMSs and industrial robots have some of the essential features required to achieve the Industry 4.0 vision in manufacturing like digitization, communication, flexibility, customization, and real-time responsiveness [32] . They also have the capability to perform additional tasks, if integrated well with other components of systems. However, they both lack the advanced Industry 4.0 features such as decisionmaking, early detection of status changes, self-configuration, and self-optimization. These features usually need advanced intelligent computerized algorithms that deal with collected data including historical data and real-time data related to different manufacturing systems and processes to make the best decisions for self-configuration and self-optimization processes including decisions related to energy efficiency.
Both RMSs and industrial robots can be used to produce several parts and products with different configurations. This flexibility provides many good advantages for small and medium sized factories to produce cost-effective regular products as well as customized products on demand. However, as RMSs and industrial robots can provide different manufacturing functions for different products, they also consume different levels of energy. This is due to the different levels and types of processing for the different products. For example, painting large irregular shaped parts can take more energy compared to small regular shaped parts. Another example is that an industrial robot that prints circuit boards can consume more energy to print complex circuit boards compared to basic circuit boards. While both RMSs and industrial robots can be equipped with different types of sensors and smart meters to monitor their operations and measure their energy consumption. However, they do not possess the ability to analyze this data and make energy related decisions to achieve best possible energy efficiency for the manufacturing processes. Best energy efficiency decisions generally require additional solutions.
At the same time, there are many other factors influencing the possibility of achieving the best possible energy efficiency such as energy prices, current orders, logistics capabilities, the ability to produce in-house energy from different resources including renewable energy, and the level of business competitiveness. The data about these factors can be utilized to achieve the best possible energy efficiency or/and to minimize the total energy cost. For example, connecting to a smart grid [33] that provides different power prices at different times, it is possible to schedule the manufacturing processes that consume high energy during a low-price time while scheduling the processes that consume less energy at the higher price times. Yet, such decision is also influenced by order priorities, deadlines and several other factors. Industry 4.0 enables exchanging useful information along the entire manufacturing value chain including customers, suppliers, logistics and energy suppliers. In addition, detailed historical energy consumption information can be easy obtained. As a result, it is possible to have smart algorithms that take all this data into consideration and find the best possible production schedule such that the business requirements of the manufacturer are achieved with optimal energy costs.
B. LOGISTICS MANAGEMENT
Logistics management in manufacturing deals with the flow of supplies needed by a factory between the suppliers and the manufacturing facilities and the flow of products from the manufacturing facilities to the consumers to meet the requirements of manufacturing businesses and customers [34] .
In addition, logistics management can involve the flow of items among different manufacturing facility units that belong to the same company and located in different locations. The supplies may include food, animals, row material, processed material, equipment, sub-components, and liquids. Logistics management usually includes safe, secure, and reliable transportation of materials and products in addition to efficient and economic handling of packaging, inventory, transportation, and warehousing processes.
With Industry 4.0 features and some predicative algorithms, it is possible to have better estimations for the future logistics needs. These predictions can be utilized to better manage logistics processes such that total energy consumption and costs are reduced. These reductions are generated by better managing and optimizing different aspects of logistics including materials and items handling, packaging, inventory, transportation, and warehousing. For example, the energy consumed by transportation can be optimized if more accurate estimations for future orders can be achieved. In such case, the transportation schedule can be enhanced by including information not only about current orders but also information about the estimated near future orders. Thus, the transportation efforts can be consolidated and optimized, and the total energy consumption is reduced. Another example is the energy consumed by warehousing for items that need special storage with controlled temperature or specific environmental conditions, which can be optimized if more accurate estimations for the near future orders can be obtained. This allows to optimize the quantity to be stored, the length of the storage and how the warehouse is organized and operated such that the total energy cost is reduced.
C. TEMPERATURE MANAGEMENT
Within a factory, equipment and tools operate best at specific environmental settings, one of which is temperature. When operating welding machines, drilling machines to name a few, temperature control can play a significant role in energy consumption. General environmental controls may be able to adjust temperatures to a certain extent. However, with Industry 4.0 cap abilities, every piece of equipment and tool will have sensors that can continually measure operating temperatures and send this data to smart algorithms that could analyze and adjust temperatures around these equipment at a fine grain level. One of the important aspects is maintaining safe working environments for human workers in terms of temperature and climate controls. However, with current technologies, there are many production areas in factories that do not require human presence at all, or at least most of the time. Therefore, one area to enhance is controls of the shop floor temperatures based on the presence of humans. Sensors can be used to detect human presence and proximity to extreme temperature areas and adjust accordingly. Moreover, smart algorithms can be used to help human workers decided when to enter certain areas and minimize their presence in extreme conditions. Additionally, when working with extreme temperatures for production, such as freezing points for food processing or melting points for metal casting, energy is consumed at very high levels. Even small variations in temperatures could affect the quality of the products and increase energy consumption. Specialized sensors monitoring temperatures within and around the production areas can be installed to continuously collect this data for the Industry 4.0 application. In addition, whenever possible special sensors may be added in or on the material being processed for accurate measurement of their temperature. All this data along with historical information about the processes used, the quality of the products, and energy use can be fed to smart algorithms. These algorithms can analyze the data and quickly identify areas where changes are possible for better temperature management. In addition, these algorithms can also help detect unexpected changes in temperatures or specific areas where conditions are not at the best level. This analysis will lead to control actions that will adjust operations, temperatures and flow in optimized ways to reduce energy consumption for these processes.
D. FAULT DETECTION AND DIAGNOSTICS MANAGEMENT
Fault detection and diagnosis (FDD) is the process of detecting anomalous behavior in a system and discovering causes for this behavior. In many areas, processes of timely and accurate FDD have been estimated to bring significant benefits for systems' performances and associated costs. In smart buildings, for instance, timely and accurate FDD has been estimated to have the potential of saving 15-30% of the building operating costs [35] , [36] . We expect similar benefits, if not even more substantial, in manufacturing facilities. For instance, if a machine has been configured to operate in its most energy efficient mode, a fault in the machine can cause sub-optimality. Thus, an early and accurate FDD can assist system's quick transition back to its optimal operation.
In the domain of manufacturing, FDD has gained its importance very early [37] , [38] . More recently, Yen et al. [39] have presented a framework for Internet-of-Things (IoT)-based monitoring and diagnosis of manufacturing systems. In a similar effort, Saez et al. [40] have developed a hybrid model of manufacturing machines for anomaly detection and diagnosis in the physical components. More concretely, the approach was implemented to detect and diagnose backlash in mechanical components.
However, very little has been done on FDD in manufacturing systems relevant to energy consumption. Nonetheless, the fact that there has been a significant focus on the maintenance aspects, as described next, subsection E, and its relevance to the energy consumption of manufacturing systems, we spot the importance of FDD as well. Namely, maintenance and FDD are complementary practices, and one without the other does not make much sense, unless there is perfect maintenance that completely prevents faults from occurring, which is never the case. FDD supports maintenance processes by assisting learning about the system's behavior.
More precisely, FDD is about detecting and labeling faults, which is necessary to model faults' occurrence distribution functions that is a highly relevant input for the generation of maintenance schedules. Generally manufacturing FDD can be improved with Industry 4.0 as it enables collecting more data about different manufacturing machines and processes from multiple factories. This collected data can be utilized to enhance different manufacturing FDD processes including detecting new fault types as described in Section VII.
E. MAINTENANCE MANAGEMENT
Faults, when they occur, need to be attended in a timely and accurate manner to prevent further deterioration of a system. However, in a perfect world, faults should be prevented from occurring, which is the goal of maintenance processes that are about maintaining and replacing parts when they are expected to fail, however, also not much earlier than that point in time either. Maintenance and support are said to account for as much as 60% to 75% of the total lifecycle cost of a manufacturing system [41] . Furthermore, in a study written by Medina-Oliva et al. [42] , maintenance has been listed as one of the three main factors that impact the energy consumption, the other two factors being operation and environmental factors. Proper maintenance and, in general, insight into the health of machines in manufacturing facilities, are aimed at enabling near-zero breakdowns, thus, smoother production processes. However, they also impact the energy savings, as machines, like the case of FDD, can maintain their optimal configurations with proper maintenance processes.
Al-Ghanim [43] studies the relationship between energy consumption rates and maintenance and production factors, for which they develop regression models. Some of the arguments for their study are the facts that repetitive failures lead to increase energy by machines, as warming and re-startup are energy intensive processes. Their findings show that proper policies for effective maintenance can result in significant savings in the energy consumption. This translates into having energy consumption as a metric when developing maintenance strategies. Most of all, the energy-related savings would come at the cost of very minor investments.
Similar study was performed by Darabnia and Demichela [44] , where based on different base case maintenance scenarios, the energy savings along with the environmental benefits were analyzed. Once again, the importance of optimizing maintenance and operating procedures for improved energy efficiency was shown, along with the overall performance benefits.
Therefore, based on the presented studies, maintenance and overall health monitoring seem to make a significant difference in the energy consumption of manufacturing facilities. To this end, there have been several attempts to optimize maintenance of manufacturing systems with the purpose of reducing the energy consumption. One of them, presented by Hoang [45] , uses mathematical modeling and statistical methods and proposes a new concept of remaining energyefficient lifetime of equipment for tracking energy efficiency development and supporting maintenance-related decisions. In another approach, presented by Demichela et al. [46] , a reduction of 10% of energy related cost is achieved through using data-based optimization methods. With Industry 4.0, a knowledgebase system for maintenance processes can be built to enhance and optimize the maintenance processes.
F. BUILDINGS MANAGEMENT
Buildings have been known to account for ca. 40% of the overall energy consumption [47] , and as an inevitable element of any industrial facility, the strive for energy efficient buildings is going to have a significant impact on the overall energy efficiency of manufacturers. As such, smart buildings, also very complex CPS, if closely integrated with the smart manufacturing facilities, have the potential to positively affect their energy efficiency.
In this sense, even if all of the conditions for energy efficient manufacturing are fulfilled, still if their host buildings are not energy efficient, the gain will be seriously compromised. Furthermore, reliability of buildings will be also crucial, as an unreliable building could imply incompliant temperature and lighting conditions, thus, compromising lifetime and reliability of manufacturing equipment, as well as of raw materials, which usually need a predefined set of conditions [48] . Therefore, energy efficiency of manufacturing system needs to be viewed in integration with the performance of the hosting buildings, as their immediate environment and their enabler. The overall performance can be optimized utilizing features available in Industry 4.0 including the ability to collect more data about the whole environment and using functionalities like virtualization, advanced optimization, and innovative evaluation.
V. INDUSTRY 4.0 ROLES IN IMPROVING ENERGY EFFICIENCY IN SMART FACTORIES
In the previous section, we discussed different opportunities for using Industry 4.0 capabilities for enhancing energy efficiency and costs in smart factories. Now, we provide a more general view and discussion about the role of Industry 4.0 in these enhancements. This will offer a common understanding of how Industry 4.0 enables such opportunities. Table 1 provides a summary of the discussed opportunities. In addition, it provides information regarding the data needed to create the knowledge required to realize each of the discussed opportunities. For example, better manufacturing processes scheduling management can be applied for better energy efficiency if there are more data and knowledge available about these processes. With Industry 4.0, it is possible to collect more data in real-time from sensors installed in manufacturing machines. These sensors can include smart meters that provide fine-grain measurements of energy consumption for these machines. With this data, it is possible to build some knowledge about how much energy is needed to create a part or product and the actual fluctuations in energy use throughout the process. In addition, the capability of Industry 4.0 in utilizing ICT solutions and the integration across all levels will create a smart network along the entire manufacturing value chain allowing for a smart factory to rapidly communicate with different partners including energy companies, suppliers, warehouses and transportation companies to collect more detailed data from them about the different aspects needed to optimize energy efficiency and costs in manufacturing processes scheduling and logistics management. This data can be used to build better knowledge about the trends of different aspects including possible near future orders, transportation costs, etc. Both the collected life data and information obtained from different knowledge systems can be utilized to optimize energy efficiency and costs.
Generally, Industry 4.0 can enable collecting more life data from local facilities and their partners to build better knowledgebase systems for different situations. This life data and information generated from different knowledgebase systems can be utilized to adjust the different processes to reach their optimization objectives. With Industry 4.0, all these can automatically be achieved. In addition, with knowledge sharing between manufacturing enterprises, it is possible to enhance the information generated from the used knowledgebase systems; thus, the energy efficiency and costs can also be enhanced.
VI. ENABLING ARCHITECTURE AND TECHNOLOGIES FOR INDUSTRY 4.0 BASED ENERGY EFFICIENCY
Here we discuss an enabling architecture and enabling technologies that can be used to apply the opportunities discussed earlier. This enabling architecture follows the six design principles of Industry 4.0 [20] . These principles offer a general framework to the main requirements of Industry 4.0. These design principles rely on new technologies, such as Industrial Internet of Things (IIoT) [49] and Internet of Services (IoS) [50] . With these technologies, IIoT can be used to enable linking various manufacturing systems, machines and devices in a network while IoS can be used to enable offering and delivering various services for different manufacturing systems and companies via the Internet. These services can be utilized by their company owners or/and by other manufacturers that may need them. Before we start with the enabling architecture, we discuss the design principles of Industry 4.0 with specific reference to manufacturing:
1. Interoperability: the capability of manufacturing machines including reconfigurable manufacturing systems, industrial robots, and CPS components to communicate via a network such as IIoT and IoS. This design principle enables connecting different manufacturing systems, various energy-related systems, and other systems used for enhancing energy efficiency in one network. 2. Service Orientation: the capability to view the functions of the manufacturing processes as a set of services. These services should be accessible over the IoS by other applications and systems. These services can be offered internally within the same manufacturing unit and across manufacturing units borders. This design principle allows different software applications related to manufacturing monitoring and control, energy supply and control, and other new applications being developed to enhance energy efficiency to be easily integrated. All applications provide services for other applications to use. 3. Decentralization: the capability of various manufacturing systems to make decisions about their operations on their own and without using a centralized control. Though, manufacturing systems can utilize some services offered by other systems like cloud manufacturing and fog manufacturing, they still need to be able to make their own decisions locally to successfully continue their processes. 4. Real-time support: the capability to instantly gather and evaluate manufacturing data so that the right actions can be successfully performed. This enables the fast discovery of errors and abnormalities that may indicate possible machine faults and drops in production quality. 5. Modularity: the elasticity of altering, expanding, and improving modules to fit new requirements in existing manufacturing processes or develop new added processes. 6. Virtualization: the capability to screen manufacturing processes such that virtual copies or digital twins can be generated for these processes. These digital copies can be used for future improvements and evaluations. The enabling architecture consists of multiple integrated components that work together to find opportunities to enhance energy efficiency and costs in smart factories. The integrated components are divided into three layers of services, as shown in Figure 3 . Each of these layers perform several functions implemented by services that can be integrated with other services using the features of IoS. In addition, these services in different layers will be linked using a service-oriented middleware to enable interactions among the distributed services. Furthermore, blockchain technologies is used to establish a good level of trust among different manufacturing enterprises.
A. MANUFACTURING CPS SERVICES LAYER
This layer belongs to different factories that need to be part of any Industry 4.0 solutions. For example, a factory wanting to be part of Industry 4.0 energy efficiency solutions, needs to provide a set of services that can be remotely used by other services using IoS. These services can be used for example to deal with a specific sensor such as a smart meter in a reconfigurable manufacturing system to monitor a specific power consumption or action. Another service can be for a specific actuator in a reconfigurable manufacturing system to adjust or configure its operations. In addition, all manufacturing processes can be represented by a set of integrated services. Each factory should be able to define a security policy for who can access these provided services. This security policy should be able to define if each provided service can be accessed internally only by services available within a specific department, within some departments, or across the whole factory. In addition, this security policy can define if these offered services can be externally accessed by other services belonging to a specific Industry 4.0 solution.
B. FOG MANUFACTURING SERVICES LAYER
The main purpose of this layer is to smooth the integration between the manufacturing CPS services layer and the cloud manufacturing services layer. This layer is available on fog [51] nodes available within different factories' units. These nodes are close to the manufacturing CPS components VOLUME 7, 2019 and processes and close to where manufacturing data is available and actions are done. It offers services to enable for example creating digital twins for different manufacturing production processes. A digital twin is a virtual representation of a manufacturing production process. It can be utilized for enhancing and evaluating different proposed manufacturing products and processes at a later stage. Digital twins enable the processes of simulation, evaluation, and optimization in the manufacturing field [52] . This can be done by including special digital twin services that can utilize the available and accessible manufacturing CPS services to monitor the details of different manufacturing productions and processes. The digital twin services can be remotely configured by other services available at the cloud manufacturing layer. The availability of these services close to different manufacturing CPS and processes offer real-time observations for different aspects of manufacturing. Furthermore, this layer can have services to provide different types of local controls to perform certain functions to achieve the specific objectives of an Industry 4.0 applications including energy efficiency solutions. In addition, some security services can be added to this layer to maintain different levels of security and privacy to participating manufacturing enterprises.
C. CLOUD MANUFACTURING SERVICES LAYER
This layer is usually available on a cloud computing facility with powerful and scalable computational and data storage resources. The layer has different services of Industry 4.0 based energy efficiency solutions as well as other advanced software services that can help in the decision-making processes. Such solutions can analyze data ad examine different energy related scenarios for different manufacturing processes. Other advanced supported services can include machine learning, data mining, optimization, simulation, evaluation and other services. These services and the created digital twins for different manufacturing products and processes can be utilized by Industry 4.0 applications to make better and more informed decisions and actions to enhance energy consumption in different manufacturing processes. This layer can have knowledgebase systems about different energy related aspects in manufacturing that we discussed in Section V. The knowledgebase systems are built using collected data and observations from the participating smart factories. This layer can also provide a set of cloud tools for factories administrators to use to monitor and evaluate different energy consumption aspects of their factories and also to make the right decisions regarding enhancing the energy efficiency in their factories.
D. BLOCKCHAIN
While some energy efficiency applications in smart factories can be achieved within a single factory; others involve multiple partners to have more optimized energy efficiency. Partners may be electrical power providers, parts and material suppliers, customers, warehouse enterprises, transportation enterprises, and government organizations. As more information can be exchanged among these enterprises faster, manufacturing related negations can be conducted more efficiently, and agreements between them can be achieved efficiently and rapidly, then it is possible for a smart factory to have better conditions to enhance energy efficiency as well as total energy costs. This can contribute effectively in making this smart factory more competitive and flexible in providing different products and services.
However, there are high concerns regarding how to let different enterprises securely, efficiently, and fairly share knowledge and conduct agreements among themselves. Fortunately, these concerns can be addressed using blockchain, which was developed and used to solve many industrial application [53] . Blockchain is a growing list of linked records, named blocks, connected and secured using encryption algorithms [54] . The key to the effectiveness of this list is the links that are created from one block to the next, thus making it difficult to change any block after it is added to the list. Hence, we get the name ''blockchain'' as it is virtually a chain of blocks of data. This list represents a protected online registry for stating some agreed on and conducted transactions among different entities or organizations. The recorded transactions are usually generated because of activities such as financial, business, industrial, or system activities. The blocks that store the transactions are usually timestamped, encrypted and replicated on multiple sites, and cannot be altered.
Blockchain can generally provide many advantages for Industry 4.0 applications [55] . This includes better methods for trusted information exchanges, automated and efficient negotiation processes, and efficient smart agreements among enterprises. All these can be utilized effectively to enable better energy efficiency in smart factories. For example, with the capabilities of blockchain, it is possible to have fast and efficient negotiation processes with both customers and suppliers. With this, a smart factory can know in advance the products that need to be manufactured. It can also use previous knowledge to know the energy needed to manufacture these products. The smart factory can use blockchain to negotiate the required energy with several providers. This negation helps reduce the cost of energy needed to produce these products. All this can be accomplished automatically and efficiently using blockchain. In addition, rapid and efficient agreements can be conducted with the energy providers that leads to the best price without the need for a third party such as an authoritative body to record this agreement. This can reduce time delays, management costs, and human errors, which will further enhance energy efficiency and reduce total cost.
Another important issue is that each smart factory can build knowledgebase systems that help in providing some information based on previous situations to be used to optimize energy efficiency as we discussed in Section V. Sharing the knowledge among multiple manufacturing enterprises can be challenging as there are always high concerns of protecting proprietary information, security, and fairness. Fortunately, blockchain can be used to enable secure, fair, and efficient knowledge sharing. For example, Liu et al. [56] developed a blockchain-based Product Credit Mechanism (PCM) to securely, fairly, and effectively manage the cross-enterprise collaborations within their social manufacturing network. This management is achieved in a peer-to-peer fashion, without involving a trusted third party, using smart contracts and a credit system. In a similar way, the same developed system can be utilized to share energy use knowledge for better energy efficiency in smart factories.
E. SERVICE-ORIENTED MIDDLEWARE
The enabling architecture is based on several distributed services available on various technologies such as manufacturing CPS, fog computing, and cloud computing. Industry 4.0 applications cannot be effectively operating without having a development and execution environment supporting their operations, as well as a good integration mechanism among these distributed services. Therefore, there is a need to use a service-oriented middleware [57] - [59] to enable the integration among the distributed services. One suitable service-oriented middleware platform specifically designed for Industry 4.0 applications is Man4Ware [60] . Man4Ware is designed to implement, execute, and support distributed services for Industry 4.0 applications. It provides the needed services to provision the development of the enabling architecture for Manufacturing Industry 4.0. Man4Ware can be used to integrate the various technologies needed for the enabling architecture such as IoT, CPS, fog computing, and cloud computing.
Man4Ware views all resources in the manufacturing setting including smart meters, sensors, actuators, and IoT devices as services that can be utilized by other services and manufacturing applications. For instance, it views all energy-related resources in a smart factor as a set of services that can be utilized by other services. Man4Ware also includes other important services such as broker, invocation, location-based, and security services. The broker services are in charge of advertising, discovering, and registering other IoT, fog computing, and cloud computing services. There are two types of broker services in Man4Ware: a global broker service available on the cloud and local broker services included in each fog node in the environment. The global broker is applied to include the whole environment and the local brokers provide fast brokering services for the local fog nodes they reside on. The invocation services are to support executing local and remote services calls. Furthermore, the core functions of the security services in Man4Ware integrate different security mechanisms among all fog nodes, IoT devices, and cloud systems and ensure that the essential security measures are employed properly. Different kinds of manufacturing Industry 4.0 can be developed employing the services of Man4Ware.
Man4Ware provides the foundation services to use IoT, fog computing, and cloud computing for developing energyrelated applications in smart factories, thus it is available to expand this into an architecture to also provide data analytics and decision making for energy efficiency in smart factories. Other innovative services can be added to support specific manufacturing Industry 4.0 applications. These added services can be organized as a service-oriented architecture (SOA) that utilize the run-time environment provided by Man4Ware. They will also communicate with each other employing the service call mechanism provided by Man4Ware. In addition, Man4Ware can be linked with blockchain services to establish more trustable networks for manufacturing enterprises to collaborate and share their knowledge in secure, fair, and effective manners [55] . 
VII. BENEFIT ANALYSIS
This section analyzes the benefits of the Industry 4.0 solution for energy fault detection. We will use the variables listed in Table 2 for this benefit analysis. We observe the following scenario, simplified for illustration purposes. Let us consider that there are m factories operating the same reconfigurable manufacturing systems that make specific items. Let us assume that each of these factories uses an average of n reconfigurable manufacturing systems of a given type for its operation. There is an unknown fault type that may occur in these reconfigurable manufacturing systems that will cause them to use more energy than usual while they still produce the required products or materials. For instance: a duller drill bit will require more force and spin to drill the same hole as a newly installed or sharpened bit. Yet, it is typically hard to notice such variance easily until the bit is substantially examined. This will lead to added energy costs, c USD per year. The chance for each of these reconfigurable manufacturing systems to have that fault per year is q.
Consider that there is a smart fault diagnostic system that can find similar faults and it is accessible in each factory. This fault diagnostic system collects data from the production reconfigurable manufacturing systems and achieves data analytics to discover a fault after having f production reconfigurable manufacturing machines having the same fault type. Consider f is less than n (f<n). With this, t 1 is the expected number of years needed for that the fault diagnostics system to find this type of fault in an individual factory. We have
To simplify, let us consider that this fault occurs in a uniform time distribution. As a result, the expected overall additional consumed energy expense of each factory from this fault before it is exposed is E 1 , where,
Here, we divide by 2 to have an average as we consider that machine faults occur in a uniform time distribution. If we replace t 1 with Eq. (1), we have
Thus, the total additional consumed energy expense for all factories without using any Industry 4.0 solutions is E, where,
To calculate the additional energy expense with an individual factory, let us consider that this factory has 30 similar reconfigurable manufacturing systems. The smart fault diagnostic system is utilized to detect new common faults. Let us also consider that the additional consumed energy expense because of the mentioned fault is 4,000 USD per production machine per year. Figure 4 illustrates the predicted number of years for the applied smart diagnostic system to learn and find the new fault under various diagnostics quality and fault rates per year. The diagnostics quality is quantified by the frequency of fault occasions needed to be able to detect this fault.
We applied several different diagnostic qualities with 5, 10, 15, 20, and 25 faults of a similar type. Figure 5 shows the total additional energy expense due to these faults before detection. We can clearly note from both figures that as fault rate is not very frequent, it will take longer time to be observed and it will cost more energy for the manufacturer. Besides, both figures demonstrate that as we employ an enhanced smart fault diagnostic system that needs a fewer number of fault incidents to discover the fault, it will reduce the time required to know about the new fault. This will contribute in cutting the energy expenses and thus in the overall manufacturing costs. With Industry 4.0, more information can be collected from multiple connected manufacturing machines belonging to multiple factories. This collected data can be analyzed to detect faster the new fault types. This will result in solving the fault issues faster by all factories and reducing their unnecessary extra energy consumption. Figure 6 compares the additional energy expense per factory due to the mentioned fault when using individual diagnostic solution and when using Industry 4.0 diagnostics solutions that utilize data collected from 4, 8, and 12 factories. The additional expense can be significantly dropped with Industry 4.0 solutions as more data can be collected from more factories and the new fault can be discovered faster. This will result in fixing the problem sooner and reducing the unnecessary additional energy expenses.
VIII. CONCLUSION AND OPEN ISSUES
This paper discussed different energy efficiency opportunities that the adoption of Industry 4.0 can offer to the manufacturing industry and smart factories. The inclusion and integration of various services at different levels including IoT, CPS, cloud computing and fog computing in comprehensive Industry 4.0 solutions can help achieve this goal. It becomes possible to enhance and optimize processes and operations in areas like manufacturing process scheduling management, manufacturing temperature management, fault detection and diagnostics management, maintenance scheduling management, and building management. These opportunities for improvements trough smart components and applications can provide signification reduction in energy consumption and cost in smart factories and for the manufacturing industry in general. In addition, we discussed an enabling architecture that consists of three service layers that are linked by a service-oriented middleware to build solutions for the discussed opportunities. These layers are the cloud manufacturing service layer, fog manufacturing service layer and the manufacturing CPS service layer, which together can support the development and operations of Industry 4.0 applications geared to enhance energy efficiency. The paper also discussed the roles of blockchain in enabling energy efficiency and energy cost reduction in smart factories.
While the capabilities of both Industry 4.0 and blockchain can provide many opportunities for smart factories to improve energy efficiency and reduce the total energy costs, there are several open issues to be addressed before these opportunities are effectively realized, these include:
1. Develop suitable and usable knowledgebase systems for different energy efficiency purposes in smart factories. 2. Develop optimization algorithms for different energy efficiency needs and total energy costs reduction opportunities. 3. Develop modeling and simulation algorithms and tools to help evaluate and compare different possible decisions, actions and processes alternatives related to energy efficiency. 4. Develop machine learning algorithms to help enhance the optimization and evaluation processes for energy efficiency in smart factories.
